E—Safetg Overview 2024--2025

Yellow = E-Safety books to read with your class

Year Group

September

Term |
(@

Self-image and identity

This strand oxplaras the differances
betwsen online and offline identity
beginning with self-awareness,
shaping online identities and how

i nd

the ine e og|
self-image and behaviour.

October
Term |

(D [

Health, well-being and
lifestyle

This strand explores the impact that
technology has on health, well-

being and lifestyle. It also includes
understanding negative behaviocurs
and issues amplified and sustained by
online tech: and the

for dealing with tham.

November-
Term 2
(&S I

Online bullying

This strand explores bullying and
other online aggression and how
technology impacts those issues. It
offers strategies for effective reporting
and intervention and considers how
bullying and ofher aggressive

aviour relates 1o legislation.

Online relationships

This strand explores how technology
shapes communication styles and
identifies strategies for positive
relationships in online communities.
It offers opportunities to discuss
relationships and behaviours that
may lead to harm and howw positive
enline interaction can empower and
amplify woice.

February
Term 3

[ =]

Online reputation

ey s
positive profiles.

Managing online information

This strand explores how online
information is found, viewed und

. It offers for
effective searching, crifical evaluation
and ethical publishing.

June

Term 6

Privacy and security

This strand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and technical strategies 1o
limit impact on privacy and protect data
and systems against compromise.

July

Term 6

Copyright and ownership

This strand explores the concept of
ownership of anline content. It explores
strategies for protecting personal
content and crediting The righte of

s el resming potential
consequencas of r)l access,
download and distbution.

V)
S
(@]

| can recognise, enline or offline, that anyone

can say 'no’ / ‘please stop’ / 'l tell’ / 1l ask’

to somebody who makes them feel sad,
uncomforiable, embarrassed or upset.

| — Sel f-image and identity
video

2- What do uncomfortable,
embarrassed, and upset mean?
3 — What online and offline
scenarios can make us feel sad,
uncom fortable, embarrassed, or
upset?

b — What can we do if
someone makes us feel

uncom fortable, embarrassed, or

upset online or of fline?

Trusted Adults activity covered
during safe hands work.

| can identify rules that help keep us safe
and healthy in and beyond the home when

using technalogy.

| can give some simple examples of these rules.
| = Health, wellbeing and lifestyle
video

2 — What are the rules when
using technology at home and at
school?

3 — What can happen if we
don't follow the rules?

L — Technology rules or not?
Read: Webster's Bedtime

| can describe ways that some people can be
unkind online.

| can offer examples of how this can make
others feel.

| = Online bullying video

2 — How can people be unkind
online?

3 — Being unkind online and in

real life

| can recognise some ways in which the internet can
be used to communicate.

| can give examples of how | (might) use technology
to communicate with people | know.

| — Online relationships video
2 — what does ‘communicate’
mean?

3 — How can we communicate

using technology’

Read: Webster's Emails

Safer Internet
Day themed

lesson,

| can identify ways that | can put information on
the internet.

| — Online reputation video
2 — Technology treasure
hunt

3 — Can we connect to the

internet with it or not?

| can talk about how fo use the internet as a way|

finding information online.

| can identify devices | could use o access
information on the internet.

| — Managing online information

video

2 — What devices can | use to get on

the internet?
3 — How can | use the internet to
find out information?

| can identify some simple examples of my
personal information (e.g. name, address, birthday,
age, location).

| can describe who would be trustworihy fo

share this information with; | can explain why

they are trusted.

| — Privacy and security video
2 ~What is your personal
information?

3 — Who can you share your

personal information with and

why?

| know that work | create belongs 1o me.

| can name my work so that others know it belongs
o me.

| — Copyright and ownership video

3 — Taking work that belongs to
someone else

Follow-up 2:Which is yours?

| can recognise that there may be people online

who could make feel sad, emt |

or upsel.

Ifsomahmg happens thal makes me feel sad,
ied, uncomfortable or frightened | can give

exnmples of when and how to speak to an adult

I can trust and how they can help.

| — Feeling sad, uncomfortable,

embarrassed or upset -

2 — Mapping our mood
3 — My trusted. adults (Covered
in PSHE during Safe Hands

learning)

| — What | want to look like
online
2 — Risky situations online

| can explain rules to keep myself safe when using
technology both in and beyond the home.

| — Being healthy with technology

2- Technology rules
3 — Following the rules

Plus read: Doug Unplugged

| can describe how fo behave online in ways that do
not upset others and can give examples.

| — Ways people can be unkind
ot (S Online il

2 — How being unkind can
make people Feel

3 — Kind behaviour online
Plus read:.— Trolls Stink!

1 can give exarmples of when | should ask

3 d explain why
this is |mpudun|
| can use the internet with adult support to
‘communicate with people | know le.g. video call
‘apps or services).

| can explain why It is Impartant 1o ba considerate
e
icas.

| can explain why things one person finds funny or
sad online may not always be seen in the same way
by others.

| — Asking permission
2 — Communicating with

tchnelogy RN

3 — Being kind and considerate

I — Using technology
2 — Following our technology

rules
3 — Family rules
Plus read "Chicken clicking!

I — What is bullying
2 — How bullying makes

someone feel
3 — Getting support

| — How to ask permission
2 — Consent

3 — Consent and sharing online

Safer Internet
Day themed

lesson,

= skiry satad ackilt frat. |

information

2 — What not 1o share
3 — Getting help (Quick
reminder of safe hands)

Safer Internet
Day themed

lesson

| — My school
2 — My profile

3 — Speaking to trusted
adults (Covered in PSHE as
part of safe hands —
Jjust discuss a safe hands

Please

reminder)

of how to find

I can give simple examples
infarmation using digiial fechnolagles.
voice

| can explain that passwords are used fo profect
L onfs and devs

eq.

I know / understand that we can encounter d range

of things online including things we like and

don’t
like as well as things which are real or moke believe
7 ajake.

1 knows how 1o get help from a trusted adult if we

that makes us feel sad, uncomfortable
e e

| — Devices and the internet -

2 — Finding information

3 — Real or make-believe?

| — The main parts of a webpage
2 — Voice-activated searching

| can recognise more detailed examples of
that is personal to le.gwhere
someone lives and goes fo school, family names).

I can explain why it is important to always ask
a frusted adult before sharing any personal
information online, belonging to myself or others.

| — My private information

2 — Can | share my
information?

3 - Passwords

Read — Digiduck’s Bi

Decision

| — Keeping things private
2 — Stronger passwords
Read: Monkeycow

lcan e:q:!mn why work | create using technology
belongs fo me.

qunsuywhyllbdongshme[e.g ‘I designed it" or
I filmed it”).

| can save my work under a suitable fitle / name so
that others know it belongs o me (e.g. filename,
name on content).

| understand that work crealed by others does not
belong fo me even if | save a copy.

| — Making documents _

2 — s it mine?
3 - Copies

| — Does it belong to me?

2 — Does it belong to them?
3 — Copying work and ownership

2 — How do | know work belongs to me?
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Yellow = E-Safety books to read with your class
Blue = NOS video to show in the lesson

| can explain what is meant by the
termn ‘identity”.

| can explain how people can
represent themselves in differant
ways online.

| can explain ways in which someone
might change their identity depending
on what they are doing online

[e.g. gaming; using an avatar; social
medial and why.

|, Avatars
2. Usernames online

3. Changing identity

| can explain why spending too much
fime using technology can sometimes
have a negative impact on anyaone,
e.g. mood, sleep, body, relationships;
| can give some examples of both
positive and negative activities

where it is eosy to spend a lot of time
engoged le.g. doing homework,
games, films, videos).

| can explain why some cnline
acfivities have age resfrictions,

why it isimportant fo follow them
and know who | can talk to if

others pressure me to walch or do
sormething online that makes me feel

| can describe appropriale waoys to
behave towards other paople enline
and why this is important.

| can give examples of how bullying
behaviour could oppear online and
how someocne can get support.

. Appropriate behaviour online
2. Bullying online
3. Getting support

Beneath the Screen poems -
True

| can describe ways people who have
similar likes ard interesis can gei
together online.

| can explain what it means 1o know
someone’ online and why this might be
difierent from knowing somecne offline.

| can explain what ks meaart by 'Tusting
someana online], why this is diferent
from ‘liking someomne onling’, and why it
is important o be careful abeud whe fo
trust anling including what inferm atien
and eyntent they are trusted with.

| can explain why someons may
change their mind about irusting

Safer Internet
Day themed

lesson,

| con explain how to search for
information about athers online.

| can give examples of what anyone
may or may not be willing to share
about themselves online: | can explain
the need to be careful before sharing
anything personal.

| can explain who someone can
ask if they are unsure about putting
something online.

|. Researching online

2. Things | don't want to
share online

3. Being unsure and seeking

| can demensirate how fo wse kay
phrases in szarch engines fo gather
accurate infarmation onling.

| cen explain whot autocomplete is and
haw fo choo se the best suggesfion.

| can explain how the infernet can be
used o szll and buy things.

| ean explain the difference batwezn a
*belief’, an ‘opinion” and a Tod. and can
give examples of how and where they
might be shared online, e.g. in vid2os,
mames, poslts, news slories elc.

| cen explain thal ned all epinions shared
may be accapled as true or fair by others

| can describe simple strategies for
creating and keeping passwords
private.

| can give reasons why someons
should only share infermation with
people they choose to and con trust.

| can explain that if they are not sure
or feel pressured then they should fell
a trusted adult.

| can describe how connected devices
can collect and share anyore’s
information with others.

| Keeping passwords

private

| can explain why copying someons
else's work from the internet without
permission isn't fair and can explain
what problems this might cousa.

I My digital work (Show Your
digital work video on NOS)
2. Saving my digital work part |

online uncomforrable (e.g. age restricted anyen: with something if thay feal le.g. monstars under the bed). 2. Reporting and
gaming or web sites). nervous, uncomforiable or worrded. |'WLP blocki
| Keeping passwords | cen describe and demansirale how 0CRLNG
’ Png p | can explain how someone's fealings : wee can gat help from a trusted adult if 3. Collecting data
private catn b hurt by what I said or writlen Read— #Coldilocks wie see content that makes us el sod,
uncomforio ble worried or frighterad.
2. Reporting and blocking online.
) [ Autocomplete Beneath the screen poems —
3. Collecting data | ean explaln the imporfance of gving 2 F s nd. beli
Read — Dot and gaining permission before sharing : acts, opiruons, al e Lﬁj:s Hacked oj:j:
things online; how the principles of 3. Prej:ermcas
Read- Tek The Modern Cave Boy sharing online is the same as sharing
offline eg. sharing imoages and videos.
| Sharing information
online
2. Hurtful situations
online
3. Permission and. sharing
1 can explain how my online identity | con explain how using technology | can recognise when someona is I can describe strategies for Safer Internet I can analyse information o make a I con describe sirategies for keeping When searching on the internet for
can be diffarent to my offline idantity. can be a distraction from other things, upset, hurt or angry online. safe and fun experiences in a Daut thermed judgerment about probable accurocy and | personal information private, confent to use, | can explain why |
CEE T IS TR Pl o SRl 0 aJ mmeme | can describe how others con find understand why it is imporiont o make m depending on confext. need to consider who owns it and
| canldescribe positive ways for | can describe woys people can be fe.g. livestreaming, gaming platforms]. lesson out information about me by looking dociss P and th ¥ whathar | kave the il o reuse i
someone o interact with others I can identify times or situations bullied through a range of media online. e regarding content - 1 can explain thot internet use is g i
online and undersiand how this when someone may need to limit the le.g. image, video, fext, chat]. | can give examples of how 1o be . my decisions are respecied by others. never fully private and is monitored, | . - los
will positively impact on how others amount of fime they use technol respeciiul fo olhers online and describe | can explain ways that some of the e.g adult supervision. B A
perceive them. an | can suggest sirate hsmhz%‘l | can explain why people need to how to recognise healthy and unhealthy information about me online could | can describe how ko search for ai_conlen‘r M‘I.d'i_ln'u.ls-f not use
e think carefully about how content they | gnline behaviours. T I G ) Sl 2 information within o wide group of I con describe how some online Sefrl s s e
I can explain that others online can with limifing this fime. post might affect others, their feelings by others. lechnologies and make a judgement services may seak consant io siore e.g. videos, music, images.

prefend fo be someocne else, induding
my friends, and can suggest reasons
wihy they might do this.

I. My online and offline
identities (Watch How you feel
video on NOS)

2. Positive interactions

3. ldentity theft

Beneath the screen poems — A

girl called Heather

|. Being healthy online (Watch
Being healthy online video on
NOS)

2. Taking care of your mind

3. Our free time

Read — When Charlie McButton

lost power

and how it may affect how others feel
about them (their reputation).

|. Watch Being kind online
video on NOS)

2. Recognising when someone is
hurt, angry or upset

3. Positive and negative
comments

Beneath the screen poems —

The Troll

| can explain how content shared online
miay feel unimportant 1o one person
but may be important 1o other people’s
thoughts feelings and beliefs.

. Online friends
2. Healthy online behaviour
3. Respect and privacy

I Tips for searching
online

2. Finding reliable
information online

3. Researching a
celebrity

Beneath the screen poems —
the picture that will never go

about the probable accuracy [e.g. social

media, image sites, video siles].

| can describe some of the methods wsed
o encourage people o buy things online
le.g. adverfising offers; in-app purchases,

pop-ups| and can recognise some of
these when they appear online.

| ean axplain why lots of people sharing
the same opinions or beliefs online do not

miaka thosa apinions or beliefs frue.

| can explain that lechnology can be

information about me; | know how to

respond appropriately and who | can
ask if | am not sure.

| know what the digital age of
consent is and fhe impaoct this has on
online services asking for consent.

[ Making choices
2. Data saved inline
3. Consent online

I The impact of plagiarism
2. Can | use other people’s work?

3. Copyright and usage rights

Lnay designed 1o act like o imparsanate living

things (2.9 bots| and describe what the
benefits and the: risks might be.

| can explain what is meant by fake news
eq. why some people will creale storias or
alter photographs and put them online to
pretend something is frue when it isnl.
[. Adverts online
2. Searching for reliable
information
3. Adverts and pop-ups
Watch Learning online
video on NOS)
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Yellow = E-Safety books to read with your class
Blue = NOS video to show in the lesson

| can explain how identity enline can
be copied, modified or altered.

| can demenstrate responsible choices
about my online identity, depending
on context.

I Copy, modify, alter

2. Creating a digital
avatar

3. Photos online

| can describe ways technology can
affect health and well-being both
posifively le.g. mindfulness apps)
and negatively.

| can describe some strategies, tips or
advice to promote health and well-
being with regards to technology.

| recognise the benefits and risks of
accessing information about health
and well-being online and how we
should balance this with talking to
trusted adults and professionals.

| can explain how and why some
apps and games may request or take
payment for additional content le.g.
in-app purchases, lootbaxes) and
explain the imporfance of seeking
permission from a frusted adult before
purchasing.
I. The pros and. cons of
being online
2. Looking after our
mental health
3. Spending money in
games
Beneath the Screen poems —
Scrambled Brains

Read — But it's just a game

| can recognise online bullying con
be different fo bullying in the physical
world and can describe some of
those ditferences.

| can describe how what one person
perceives as playful joking and
feasing linduding ‘banter’] might be
experienced by others as bullying.

| can axplain how anyone can get help
if they are being bullied enline and
identify when to tell a trusted adult.

| can identify o range of ways to
report concerns and access support
both in school and at home about
online bullying.

| can explain how to block
abusive users.

| can describe the helpline sarvices
which can help people experiencing
bullying, and how to access them
le.g. Childline or The Mix).

I, Online and offline
bullying
2. Telling jokes
3. Helpline services
Beneath the screen poems —
True

| can glwe examples of technology-
specific forms of communication
|e.g. emoijis, memes and GiFs).

| ean explain that there are some
pecple | communicate with onling who
may want 1o do me or my friends harm.
| can recognise that this is not my /

our fault.

| can describe some of the ways
people may be imvalved in onlineg
communities and describe how they
might colloborate constructively with
others and make positive confributicns.
le.g. gaming communities or social
media groups).

| can explain how somecne can get
help if thay are having problerms and
identify when to tell a trusted adult.

| ean demonstrate how 1o suppart
athers (induding those who are having
difficulties) online.

I Strangers online (Show
Online Friends Video
on. NOS)

2. Emojis

3. Our communities

Beneath the screen poems — You
bet | would

Safer Internet
Day themed

lesson,

I can search for information about an
individual online and summarise the
information found.

I can describe ways that infermation
about anyone online can be vsed
by others to make judgments about
an individual and why thase may
be incorrect.

. The perfect profile (Show
What you show online video
on. NOS)

2. Researching online

3. Making judgements

| cain explain the benelits and limilakions.
of using different types of search
technologias e.g. veice-activation
search engine. | can explain how some
technology can limil the information |
airn presented with e.g. voice-ocfivated
searching giving one resull

| ean explain what is meant by ‘being
sceptical’; | can give examples of when
and why it is important fo be ‘sceptical”

| can evaluate digital content and can
explain how ta make choices about wharl
i trustworthy e.g. differanfiating bebweer
adverts and search results.

| ean explain key concapls including:
informeation, resviews, fact, opinion, belief |
walidity, reliability and evidence.

| ean idantify ways the internet can drow
us to informeation for different agendas,
e.q. websile nofifications, pop-ups,
torgeted ads.

I Trustworthy content

2. Targeted adverts

3. Assessing online

information

| can explain what a strong password
is and demonstrate how to create ona.

| can explain how many free apps
or services may read and share
private information (e.g. friends,
contacts, likes, images, videos, voice,
messoges, geolocation] with others.

| can explain what app permissions
are and can give some examples.

|. Developing passwords (Show
private information and
passwords video on NOS)

2. Our data online

3. App permissions

| con assess and justify when it is
acceptable to use the work of othars.

| can give examples of content that is
permitied to be reused ond know how
this content can be found online.

I Using online content
2. Google SafeSearch
3. Copyright rules

| can identify and crifically evaluate
online content relating to gender,
race, religion, disability, culfure and
other groups, and explain why it is
important to challange and reject
inappropriate representations online.

| can describe issues online that
could miake anyone feel sad, worried,
uncomiortable or frightened. | know
and con give examples of how to get
help, both on and offline.

| can explain the importance of asking
until | get the help needed.

I Challenging
Stereotypes

2. Managing online
situations

| can describe commen systems
that requlate age-related content

|eg. PBGI, BBFC, parental wamings)
and describe their purpose.

| recognise and can discuss the
prassures that fechnology can ploce
on someone and how / when they
could manage this.

| can rexcognise features of persuasive
dasign and how they are used to

keep users engaged |current and
future use].

| can assess and action different

strategies to limit the impact of
technobogy on healfh (2.g. night-shift
mede, regular breaks, comect posture,
sleep, diet and exercise).

. Being healthy with technology
2. Persuasive design online

3. Pressure and technology
Beneath the screen — A Mother’s
Misery

| can describe how to capture bullying
confent as evidence (e.g screen-grab,
URL, profile] to share with others who
can helpme

| can exploin how someone
would report online bullying in
differert comexts.

| Screengrabs and
screenshots

2. Reporting online
bullying

3. The impact of online
bullying

| can exploin how sharing something
onling may have an impact elther

paositively or negatively.

I can describe how fo be kind and show
respect for others online induding the
importance of respecting boundaries

ng what is shared about them
online and how fo support them if
others do not.

| can describe how things

shared privately anline can have
uninfended consequences for others.
€. screen-grabs.

| can explain that faking or sharing
inappropriate images of someone (e.g.

embarrassing images), even if they say
it ks ekay, may have an impact for the

sharer and others; and wha can help if
someone is worried aboud this.

| Sharing photos of others
2. To share or not to share?

3. My digital footprint

Safer Internet
Day themed

lesson,

| can explain the ways in which
anyona con develop a positive
online reputafion.

| can explain strategies anyone
can use fo protect their ‘digital
and anline reputation,

personality’
including degrees of anonymity.

|. Protecting my online
reputation

2 Creating a positive online
presence

3. My profile

Beneath the screen — The
teacher and the tutu

| can explain how sedardh engines work
and how results are sslected and ranked|

I can explain how to wse search
technologies effectivaly.

I can describe how some online
informasion can be opinion and can offer
examphkes_

| can explain how and why some paople
may presani ‘opinions’ as Tocls”,

whiy the popularity of an opinion or the
personclities of those promeding it does
not neces sarity make it frue, fair or
perhaps even legal.

| can define the terms influence’
‘monipulaion’ and ‘persuasion’ and
explain how someone might encounter
these online [eg. advertising and ‘ad

targefing’ and largefing for fake news).

| understand the concept of persuasive
and how it cen be used fo
influances peoples’ choices.
[. Persuasion and adverts
2. Fake news detective

3. Writing fake news

| can describe effective ways people

can manage passwords (e.g. storing
them securely or saving them in the
browser).

| can explain what to do if o password
is shared, lost or stolen.

| can describe how and why people
should keep their software and apps
up to date, e.9. auto updates.

| can describe simple ways to increase
privecy on apps ond services that
provide privocy setfings.

| can describe ways in which some
online content targets people to gain
maney or information ilegally; | can
describe strategies to help me idantify
such cortent (e.g. scams, phishingl.

| know that online services hove terms
and conditicns that govern thair use.

I Managing passwords
2. Real or fake?
3. Phishing

| can demonsirate the use of search

tools to find and access online content

which can be reused by others.

| can demonstrate how to make
references to and acknowledge
sources | have used from the internet.
I Copyright presentations
2. Referencing
3. Bibliographies




