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Year Group

September
Term |

(& [

Self-image and identity

This strand explores the difforonces
batween anline and offling idenfity

o .
shaping online identities and how
medio impacts on gender and

= i i

October
Term |

(<D [+

Health, well-being and
lifestyle

This strand explores the impact that
technology has on health, well-

being and lifestyle. It also includes
understanding negative behavicours
and issues amplified and sustained by
online tecl i and the i
for dealing with them.

November-
Term 2
(S [

Online bullying

This strand explores bullying and
other online aggression and how
technology impacts those issues. It
offers strategies for effective reporting
and intervention and considers how
bullying and other aggressive
behaviour relates to legiskation.

==

Online relationships

This strand explores how technology
shapes communication styles and
identifies strategies for positive
relationships in online communities.
It offers opportunities to discuss
relationships and behaviours that
may lead to harm and howw positive
online interaction can empower and
amplify woice.

Februarg
Term 3

%m

[« =]

Online reputation

el expalores the concept of
ion and how olhers may use
e make judgel

ey s
positive profiles.

Managing online information

This strand explores how online
information is found. viewed and

ir It offers i for
effective searching. critical evaluation
and ethical publishing.

June
Term 6

Privacy and security

This strand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and technical strategies to
limit impact on privacy and protect data
and systems against compromise.

Julg

Term 6

Copyright and ownership

This strond explores the concept of

owvnership of online content. It explores

strategies for protecting

content and crediting the rights of
ercll g addressing potential

consequences of ilogol accoss,

downlaad and distribution

persona

| know that work | create belongs to me.

20
@
O

| can recognise, enline or offline, that anyone

can say 'no’ / ‘please stop’ / Il tell’ / "1l ask’

1o somebody who makes them feel sad,
uncomforiable, embarrassed or upset.

| — Self-image and identity
video

2- What do uncomfortable,
embarrassed, and upset mean?
3 — What online and offline
scenarios can make us feel sad,
uncomfortable, embarrassed, or
upset?

b — What can we do if
someone makes us feel
uncomfortable, embarrassed, or

upset online or of fline?

Trusted Adults activity covered
during safe hands work.

| can identify rules that help keep us safe

and healthy in and beyond the home when
using technology.

| can give some simple examples of these rules.
| — Health, wellbeing and lifestyle
video

2 — What are the rules when
using technology at home and at
school?

3 — What can happen if we
don't follow the rules?

b — Technology rules or not?

| can describe ways that some people can be
unkind online.

| can offer examples of how this can make
others feel.

| — Online bullying video

2 — How can people be unkind
online?

3 — Being unkind online and in

real life

| can recognise some ways in which the infernet can
be used fo communicate.

| can give examples of how | (might) use technology
to communicate with people | know.

| — Online relationships video
2 — what does ‘communicate’
mean?

3 — How can we communicate

using technology?

Safer Internet
Day themed

lesson.

| can identify ways that | can put information on
the internet.

| = Online reputation video
2 — Technology treasure
hunt

3 — Can we connect to the

internet with it or not?

I can talk about how to use the internet as a way|
finding information online.

I can identify devices | could use to access
infermation on the internet.

| = Managing online information
video

2 — What devices can | use to get on
the internet?

3 — How can | use the internet to

find out information?

| can identify some simple examples of my
personal information (e.g. name, address, birthday,
age, location).

| can describe who would be trustworthy to

share this information with; | can explain why

they are frusted.
I — Privacy and security video
2 ~What is your personal
information?

3 — Who can you share your

personal information with and

why?

| can name my work so that others know it belongs
fo me.

| — Copyright and, ownership video

2 — How do | know work belongs to me?
3 — Taking work that belongs to
someone else

Follow-up 2:Which is yours?

| can explain why work | create using fechnology

| can recognise that there may be people online
who could make someone feel sad, embarrassed
or upset.
If something happens that makes me feel sad,
worried, uncomfortable or frightened | can give
examples of when and how to speak fo an adult
I can trust and how they can help.
| — Feeling sad, uncomfortable,
embarrassed or upset (includes
KSI Self-image and identity
video)
2 — Mapping our mood
3 — My trusted adults (Covered

in PSHE during Safe Hands

learning)

| — What | want to look like
online
2 — Risky situations online

| can explain rules to keep myself safe when using
technology both in and beyond the home.

| = Being healthy with technology
(includes KSI Health, wellbeing
and lifestyle video)

2- Technology rules

Plus read: Doug Unplugged

I can describe how 1o behave online in ways that do
not upset others and can give examples.

| — Ways people can be unkind
online (includes KSI Online
bullying video)

2 — How being unkind can
make people feel

3 — Kind behaviour online

Plus read:— Trolls Stink!

| can give examples of when | should ask
permission 1o do online and explain why
this is important.

| can use the internet with adult support to
‘communicate with people | know (e.g. video call
‘apps or services).

| can explain why It is important 1o be considerate
‘and kind to people online and to respect their
choices.

| can explain why things one person finds funny or
sad online may not always be seen in the same way
by others

| — Asking permission

2 — Communicating with
technology (includes KSI Online
relationships video)

3 — Being kind and considerate

I — Using technology

2 — Following our technology
rules

3 — Family rules

Plus read ‘Chicken clicking!

| — What is bullying?
2 — How bullying makes

someone feel

3 — Getting support

| — How to ask permission
2 — Consent
3 — Consent and sharing online

Safer Internet
Day themed

lesson.

could be copied

e
| — Sharing information
(includes KSI Online
reputation video)

2 — What not to share

3 — Cetting help (Quick
reminder of safe hands)

Safer Internet
Day themed

lesson.

| = My school
2 — My profile

3 — Speaking to trusted
adults (Covered in PSHE as
part of safe hands — Please
just discuss a safe hands
reminder)

1 can give simple examples of how 1o find
Information using digital technologies,
volce

| can explain that passwords are used 1o profect
inf ion, accounts and devices.

eg.
I knowe 7/ understand that we can encounter d range

of things anline including things we like and don’t
like as well as things which are real or moke believe
7 ajake.

| know how to get help from a trusted adult if we
see content that makes us feel sad, uncomfortable
worried or frightened.

| — Devices and the internet (includes
KSI Managing online information)
2 — Finding information

3 — Real or make-believe?

| = The main parts of a webpage
2 — Voice-activated searching

| can recognise more detailed examples of
inf ion that is personal to le.g where
someone lives and goes 1o school, family names).

| can explain why it is important to always ask

a trusted adult before sharing any personal
information online, belonging to myself or others.
I = My private information

(includes KSI Privacy and

security video)
2 — Can | share my
information?

3 - Passwords

| — Keeping things private

2 — Stronger passwords

Read: Monkeycow

belongs fo me.

| can say why it belongs to me (e.g. 'l designed it" or
I filmed it").

| can save my work under a suifable fifle / name so
that others know it belongs to me (e.g. filename,
name on content).

| understand that work crealed by others does not
belong to me even if | save a copy.

| — Making documents (includes KSI
Copyright and. ownership video)
2 — Is it mine?

3 - Copies

| — Does it belong to me?
2 — Does it belong to them?
3 — Copying work and. ownership
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| can explain what is meant by the
| can explain how people can

represent themselves in differant
ways online.

| can explain ways in which someonea
might change their identity depending
on what they are doing online

[e.q. gaming; using an avatar; social
medial and why.

. Avatars
2. Usernames online

3. Changing identity

| can explain why spending too much
fime using fechnolegy con somefimes
have a negative impact on anyaone,
e.g. mood, sleep, body, relationships;
| can give some examples of bath
positive and negative activities

whera it is eosy to spend a lot of time
engaged e.g. doing homework,
games, films, videos.

| can explain why some enline
octivities have age resfrictions,

why it is important fo follow them
and kmow who | can talk to if

others pressure me to walch or do
sormething online that makes me feel

| can describe appropriale waoys to
behave towards other paople online
and why fhis is important.

| can give examples of how bullying
behaviour could oppear online and
how sorneone can get support.

. Appropriate behaviour online
2. Bullying online
3. Getting support

Beneath the Screen poems -
True

| can describe ways people who have
similar likes ard interesis can gel
together online.

| ean explaln wihat it means 1o ‘know
someane’ online and why this might be
difierent from knowing somecne offline.

| eain explaln what is meant by 'Tusting
someoana onlire], why this is different
frem ‘liking someone onling’, and why it
is important o be careful abeul whe fo
trust anling including what inferm atien
and content they are trusted with.

| can explain why someons may
change their mind about irusting

Safer Internet
Day themed

lesson.

| can explain how to search for
information about others online.

| can give examples of what anyone
may or may not be willing to share
obout themselves online. | can explain
the need fo be careful before sharing
anything personal.

| can explain who someone can
ask if they are unsure about putting
something online.

|. Researching online

2. Things | don’t want to
share online

3. Being unsure and seeking

| ean demonstrale how to wse key
phrases in szarch engines fo gather
occurate information onling.

| cen explain whot autecomplate is and
hw to choo s the best suggestion.

| ean explain how the internat can be
used o szll and buy things.

| ean explain the difference betweszn a
“belief’, an ‘opinion’ and a Ted._ and tan
give examples of how and where they
might be shared anline, e.g. invideos,
memes, pasls, news slonies elc.

| can explain thatl not all epinions shared
may be accapled as true or fair by others

| can describe simple strotegies for
creating and keeping passwords
private.

| can give reasons why someong
should only share information with
people they choose to and can trust.

| can explain that if they are not sure
or feel pressured then they should fell
a trusted adult.

| can describe how connected devices
can collect and share anyore’s
information with others.

I Keeping passwords

private

1 con explain why copying someona
elsa's work from the infernet without
permission isn't fair ond can explain
what problems this might cousa.
[ My digital work (Watch your

digital work video on NOS)
2. Saving my digital work part |

online uncomioriable (e.g. age restricled anyene with semething if they feel le.g. monslers under the bed). 2. Reporting and
gaming or web sites). nervous, uncomforiable or worrded. I’W[P blocki
| Keeping passwords | con describe and demonsirate how ocking
: ping p | can explain how someone’s feelings wee can get help from a frusted adult if 3. Collecting data
private can behurt by whet is said or written _ wie see content thal mokes us el sod,
. . —— uncomibortoble worried or frightenad.
2. Reporting and blocking
) I Autocomplete Beneath the screen poems —
3. Collecting data | can explaln the importance of ghing . )
e et el ks e 2. Facts, opinions, and beliefs | Hacked off
things online; how the princples of 3. py-ejcey-ences
sharing online |s the same as sharing
offline eg. sharing imoges and videos.
| Sharing information
online
2. Hurtful situations
online
3. Permission and sharing
1 can explain how my online identity I can Emlc_i‘l hm\_f using Iad‘l'ldogy | can recognise when someone is I can describe strategies for Safer Internet I can analyse infarmalion f make a I can describe sirofegies for kaeping When searching an the infenet for
can be different fo my offline identity. can be a distraction from other things, upset, hurt or angry enline. safe and fun experiences in a Day themed judgement about probable accurocy and | personal information private, content fo use, | can explain why |
in both a pesitive and negative way. range of online social environments ay theme I can describe how others can find undersiond why i i o rrake iy depending on context. nead to consider who owns it and
I can/describe positive ways for | can describe ways people can be fe.g. livestreaming, gaming platforms]. | [esson out information about me by looking el =l Pmur and 1h|:|lr wwhthar I o the fight fo: retss i
someone o interact with others I can identify fimes or situations bullied through a range of media online. Loy gc{smsmguﬁﬁgmn I can explain thot internet use is g :
online and understand how this - le.g. image, video, fext, chat]. rry decisions are respecied by others. never fully private and is monitored, . .
when someone may neead fo limit the I can give examples of how 1o be . y pi I las
i itively i N | can explain ways that some of the isi can give some simple examp
will positively impact on how others amount of fime they use fechnol respectiul to others online and describe xpl ys .. adult supenvision. ;
perceive them. T T e e ey -H‘Sfﬂl':%y | can explain why people need to how 1o recognise healthy and unhealthy information about me online could | can describe how o search for ﬁi_l:ﬁl'llﬂm md’l_lmf not use
“ﬁh i QT;,_J. tima d think carefully about how content they online behavicurs. have been created, copied or shared information within a wide group of I can describe how some online m pelrnlss!un_fmm the owner,
I can explain that others online can Mmiting this fime. post might affect others, their feelings by others. lechnologias and make a judgement services may seak consent o siore e.g. videos, music, images.
pretend o be someone else, induding | | Bying heqlthy online (Watch and how it may affect how others feel I can explain how confent shared online - : about the proboble accuracy [e.g. social information about me; | know how to | Thei lo.giari
my friends, and con suggest reasans - Peng g onune about them fiheir repuiation). my fasl urimportant fo one person [ Tips for searching e P onle o m::as].g- respond oppropricfah,and who ! can . e impact of plagiarism
why they might do this. Being healthy online video on online S : ask it | am nat sure. 2. Can | use other people’s work?

I. My online and offline
identities (Watch How you feel
video on NOS)

2. Positive interactions

3. ldentity theft

Beneath the screen poems — A

girl called Heather

NOS)
2. Taking care of your mind
3. Our free time

F

|. Being kind online

2. Recognising when someone is
hurt, angry or u.pset

3. Positive and negative
comments

Beneath the screen poems —

The Troll

but may be important 1o other people’s
thoughts feelings and beliefs.

. Online friends
2. Healthy online behaviour
3. Respect and privacy

2. Finding reliable
information online

3. Researching a
celebrity

Beneath the screen poems —
the picture that will never go
away

| can describe some of the methods used
fo encourage peaple to buy things anline
le.g. adverfising offers; in-app purchases,
pop-ups| and can recognise some of
these when they appear online.

| can explain why lots of people sharing
the same opinions or beliefs online do not
make thosa opinions or beliefs frse.

| can explain that lechnology can be
designed 1o act like or imparsonate living
things (2.9 bots| and describe what the
benefits and the risks might be.

| can explain what is meant by fake news
eq. why some peopla will create starias or
alter pholographs and put them onlina o
pretend something is frue when it isnl.
|, Adverts online
2. Searching for reliable
information

3. Adverts and. pop-ups

| know what the digital age of
consent is and fhe impact this has on
online services asking for consent.

| Making choices
2. Data. saved inline
3. Consent online

3. Copyright and. usage rights
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| can explain how identity enline can
be copied, modified or altered.

| can demonstrate responsible choices
about my online identity, depending
on confext.

I Copy, modify, alter

2. Creating a digital
avatar

3. Photos online

| can describe ways technology can
affect health and well-being both

posifively (e.g. mindfulness apps)
and negatively.

| can describa some strategies, tips or
advice to promote health and well-

being with regards to technology.

| recognise the benefits and risks of
accessing information about health
and well-being online and how we
should balance this with talking to
trusted adults and professionals.

| can explain how and why some
apps and gomes may request or take
payment for additional content le.g.
in-app purchases, lootboxes) and
explain the importance of seeking
permission from a trusted adult before
purchasing.
I. The pros and cons of
being online
2. Looking after our
mental health
3. Spending money in
games
Beneath the Screen poems —

| can recognise online bullying con
be different to bullying in the physical
world and can desaribe some of
thosa differences.

| can describe how what one person
perceives as playful joking and
feasing linduding ‘banter’] might be
experienced by others as bullying.

| can axplain how anyone can get help

if they are being bullied online and
identify when to tell a trusted adult.

| can identify a range of ways to
report concerns and access support
both in school and at home about
online bullying.

| can axplain how to block
abusive users.

| can describe the helpline sarvices
which can help people experiencing
bullying, and how to access tham
le.g. Childline or The Mix).

[. Online and offline
bullying
2. Telling jokes
3. Helpline services
Beneath the screen poems —

| can glve examples of technology-
specific forms of communication
|e.g. amajis, memeas and GIFs).

| ean explain that thare are some
people | communicabe with anling who
may want o do me or my friends harm.
| can recognise that this is not my /

our fault.

| can describe some of the ways
people may be imvalved in onling
communities and deseriba how they
might colloborate constructively with
athers and make positive contributions.
le.g. gaming communities or social
media groups).

| can explain how someone can get
el if thay are having problerms and
identify when 1o tell a trusted adult.

| can demansirate how 1o suppart
others (induding those who are having
difficulties| anline.

| Strangers online
(Online Friends Video
on. NOS)

2. Emojis

3. Our communities

Safer Internet
Day themed

lesson.

I can search for information about an
individual online and summarise the
information found.

I can describe ways that information
about anyone online can be used
by others to make nts about
an individual and why these may
be incorrect.

. The perfect profile (Show
What you show online video
on. NOS)

2. Researching online

3. Making judgements

| can explain the benefits and limilations.
of using differant types of search
fechnologias e.g. voice-activation
search engine. | can explain how some
technology can limit the informeation |
aim presented with e.g. voice-octivaled
searching giving one result.

| can explain what is meant by being
sceptical’; | can give examples of when
and why it is importanl 1o be ‘sceptical”

| ean evaluate digital conlent and can
explain how to make choices about whar
i irustworthy e.q. differentiating betweer
adverts and search resulis.

| cain explain key concapls including:
informeaticn, reviews, fact, opinion, belief |
walidity, reliability and evidence.

| ean idaniify ways the internet can draw
us fo informeation for different agendas,
e.q. weabsile nofifications, pop-ups,
torgeted ads.

I Trustworthy content

2. Targeted adverts

3. Assessing online

| can explain what a strong password
is and demonstrate how fo create one.

| can explain how many free apps
or services may read and share
private information (e.g. friends,
contacts, likes, images, videos, voice,
messoges, geolocation] with others.

I can explain what app permissions
are and can give some examples.

I. Developing passwords (Show
private information and
passwords video on NOS)

2. Our data online

3. App permissions

| can assess and justify when it is
occeptable to use the work of others.

| can give examples of content that is
permitied to be reused and know how
this content can be found online.

I Using online content
2. Google SafeSearch
3. Copyright rules

S eraimililledl Braing True Beneath the screen poems — You _ _

B Bt s ot g et o nfrmator
1 can identify and critically evaluate 1 con describa common systems 1 can describe how fo capiure bullying | | ean explain how sharing somethi Sofer Internet | |MIESNSSPIHIRSMEySIhich I lain how seerch engines work | 1 con desaibe etiective le
online content relating to gender, ﬂ'ﬂflﬂ_;ﬂm ugn.mhfgj content confent as evidence (e.g screen-grab, m!:;ﬂ have an |I'I'I;3|.'| elthar " JC anyone can develop a positive £an explain Snes c:.lmmgspmmm | can demonstrate the use Df search

! " ¥ Day themed enline reputation and how results are sslected and ranked) tools to find and access online confent
race, religion, disability, culture and |e.g. PBG, BEFC, parental wamings) URL, profile] to share with others who positively or negotively. Y - them securely or saving them in the X
other groups, and explain why it is and describe their purpose. can helpme lesson 1 con exploin — browser). which can be reused by others.
impariant fo challenge and reject 1 can describe how io be Kind and show e m""‘""gmlr m‘ B 1 can explain how to use search
inappropriate repre sentations online. I recognise and can discuss the 1 con explain hnwmnne respect for athers online including the personality’ and cnline reputation, technologios effectivaly. | can explain what o do if o password | can demonstrate how fo make
pressures that technology can place ST AT importance of respecting boundarles including degrees of anonymity. e references fo and acknowledge
| can describe issues online that nd how / wh differeni comexts. wihol I= =horsd nboud ham ) ) have used from the i
could moke anyone feel sod, worried, on s;l:maunn a d an they I Screengrabs and nrll'nclng'ld Fow fo support them If | Protecting my online | can describe haw same anline 1 can describa how and why paople Souces | Ll AU S
uncomiorfable or frightened. | know s U 4 do ot reputation informaion can be opinion and con offer|  should keep their software and apps . Copyright presentations
and can give examples of how fo get screenshots olhers ‘ N _ axamphes up to date, e.g. auto updates.
b, borh o o e e | 2 Rovigoine | [P 2Creating o postive online dectba s 2. Refurencing
a are . | can des criba si ways to increase n N
1 can explain the importance of asking keep users angaged |current and bullying shared privately online con have presence | can explain I':Mr and why some peonle | phvacy on apps ond services that 3. Bibliographies
uniil | get the help needed. S 3 The imoact of online uninfended consequences for others. 3 Mg proﬁte may présanl ‘opinions’ as Tocls” provide privacy setiings.
I, Challenging - bull P - rabs Why the po of an opinion or Ihe | can describe ways in which some
: | con assess and action different ullying parsonclilies of those promeling it does -
Stereotypes strategies fo limit the impact of : can “F"“h':""!“‘ﬂ' '“”"3"“ sharing Beneath the screen — The not neces sarily moke it true, fair or "'"m nmmmﬁznh mkl’g:
2 M . I technobogy on health (e.g. night-shift noppmpsiria kmages of someosa fe.g. teacher and the tutu perhaps even legal. describe o help me ide
. anaging online reqular breaks, e, embarrassing images), even if they say S slrm;w P ity
situations B e ) I it ks okay, may have an Impact for the content (e.g. scams, phishing|.
sharer and cthers; and who can help i I can define the terms ‘influence; | know ihat online services hove terms
. Being healthy with technology someone ks worried about this. ‘manipuldion’ and ‘persuasion” and and conditions that govern their use.

2. Persuasive design online

3. Pressure and technology
Beneath the screen — A Mother's
Misery

| Sharing photos of others
2. To share or not to share?

3. My digital footprint

explain how someone might encounter
these onfine [e.g. odvertising and ‘od
targeting and largeting for fake news).

| understand the concept of persuasive
and how it cen be used fo
influances peoples’ choices.
|, Persuasion and adverts
2. Fake news detective

3. Writing fake news

I Managing passwords
2. Real or fake?
3. Phishing




